Trust Based Intrusion Detection System to Detect

Insider Attacks in loT systems

Ambili K N, Jimmy Jose

Department of Computer Science and Engineering
National Institute of Technology Calicut, India

December 18, 2019

Seoul, South Korea

Ambili K N, Jimmy Jose (NIT Calicut) Trust Based IDS December 18, 2019



Overview

© Introduction
@ Layers in loT
@ Intrusion Detection System
© Attacks in loT
© Attacks Considered
@ Routing Protocols Considered
e RPL
e CoRPL
e CARP
© Trust Based IDS Solution
@ Our Solution

@ Pseudocode
@ in RPL and CoRPL
@ in CARP

@ Conclusion
e References

Ambili K N, Jimmy Jose (NIT Calicut) Trust Based IDS December 18, 2019



special significance due to application in everyday life

devices directly connected to the Internet or through gateway forming
a LAN

made of wired or wireless sensors and its applications

communication model can be

o client/server
e publish/subscribe
e push/pull
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Layers in loT [1]

Business Layer

Application Layer

Service Management Layer
Object Abstraction Layer
Object Layer
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Intrusion Detection System

rule based [4]

anomaly based [4]
specification based [8]
distributed trust based [6, 7]
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Attacks in loT [2, 3]

@ inherits all attacks from the Internet

@ application layer attacks like web-based attack, social engineering
attack, buffer overflow and denial of service

@ network layer attacks like blackhole, sinkhole and wormhole
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Attacks Considered

@ sinkhole - group of malicious nodes send packets only to a particular
sink node

@ blackhole (packet dropping) - variation of sinkhole wherein only one
sink is present [10]. Mitigation is considered in [5].

@ wormhole - two nodes which are at strategically important positions
in the network decide to pair and analyze the network data
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Routing Protocols Considered

o RPL [11, 12], CoRPL [14] and CARP [13]

@ source |IP spoofing in malicious shorter path advertisement facilitates
attacks
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builds up a DODAG - destination oriented directed acyclic graph
messages include

e DIO - DODAG information object

e DIS - DODAG information solicitation

o DAO - DODAG advertisement object

o DAO-ACK - DAO acknowledgement

DIO inform neighbours of a node's presence

nodes respond with DIO-ACK and connects to a parent node

DIS enquires about neighbouring nodes
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CoRPL

@ variant of RPL for cognitive systems
@ uses the same set of messages as in RPL

@ each node keeps information of forwarding set

Ambili K N, Jimmy Jose (NIT Calicut) Trust Based IDS December 18, 2019 10 / 24



CARP

@ underwater routing protocol

@ structures the nodes as a complete network
@ messages include

e HELLO - flooded from sink through the network

e PING - begin communication by broadcasting PING control message to
neighbours

o PONG - reply messages
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Our Solution - Trust Based IDS

@ trust score is calculated based on node behaviour detected from
responses to request queries

@ trust score is stored in blockchain
@ blockchain is managed by consortium of network managers

@ leader election in complete network is used to arrive at trust to be
stored in blockchain
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Our solution - Trust Based IDS

@ initial trust score evaluated based on configuration details loaded into
the device at the time of shipment

@ every node maintains neighborhood table
@ trust score is calculated based on the observed behavior

@ indices include honesty, lack of coperation and reception of packets
only from neighboring nodes
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Our solution - Distributed Leader Election

@ Each participating node is a monitor node and prepares transaction
record.

@ Transaction records are sent to all neighbor nodes at specific intervals
of time.

@ The node with highest trust score, as per latest information in
blockchain is chosen as the leader.
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Our solution - Transaction Records

@ PIPO or packets in packets out attribute is a two-dimensional vector
with the ID of neighbor node as the first field and difference between
packets in and packets out as the second field in each row.

@ Route attribute is a list of unique routes in the packets the node
receives.

@ Unknown sender is the third attribute which indicates the count of
packets received from unknown senders (those not present in its
neighborhood table).

PIPO Route Unknown Sender

Figure: Transaction record in trust based IDS
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Pseudocode

@ input: transaction record of all participating nodes
@ output: alert message and new trust scores

@ pseudocode: repeat until a new trust score for any other node higher
than the self score of the leader is obtained

@ Gather the transaction details of all member nodes.

@ PIPO values of communicating nodes is compared. If equal, increment trust
score of both the nodes, else do nothing.

© Compare the list of unique routes and check if any route other than the one
permitted by routing protocol appears. If yes, decrement the trust score of
all nodes from the point at which discrepancy occurs, else do nothing.

© If unknown sender count is greater than zero, check the routes to see if
nodes not permitted as per the routing table appears. If yes, decrement the
trust score of the just preceding node.

@ |If the evaluated trust score of a node is less than that in the latest block of
blockchain, raise an alert message to participating nodes except the currently
evaluated node of an intrusion detection.

@ Include new trust scores record to blockchain.

@ Initialize trust score of each node to last trust score from the ledger.
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using pseudocode in RPL and CoRPL

The neighborhood table is loaded and kept updated with IPv6 addresses
from DIO and DAO messages. The transaction record can be loaded with
the information from DIO and DAO messages in the following way:

@ Each row of PIPO field will have IPv6 address of neighborhood node
as first entry fetched from DIO messages received and the aggregate
count of messages passed between them as the second entry.

@ The route field has to be generated by the node for this specific
application by appending IP address at the application level at each
node. This can be picked from route field in DAO message.

@ Unknown sender field is loaded based on the count of IPv6 addresses
in DIO messages not known, as per the neighborhood table
maintained.
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using pseudocode in CARP

The neighborhood table is loaded and kept updated with IPv6 addresses
from PING and PONG messages. The transaction record is loaded with
information from PING and PONG messages in the following way:

@ Each row of PIPO field will have IPv6 address of neighborhood node
as first entry fetched from PING or PONG messages received and the
aggregate count of messages passed between them as the second
entry.

@ The route field has to be generated by the node for this specific
application by appending application level route field with IP address
at each node.

@ Unknown sender field is loaded based on the count of IPv6 addresses
in PING messages not known, as per the neighborhood table
maintained.
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Conclusion

@ trust based IDS has been proposed with trust scores stored in
distributed immutable ledger

@ detection of blackhole, wormhole and sinkhole attacks in network
layer is done using trust scores

@ out-of-band wormhole has not been considered

@ maintaining large neighborhood table may be difficult
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Thank You!!
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